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PaclumnpeHue cnekrTpa ycayr onepartopa CBA3U
[lo3BONISAET NPMBAEYb HOBbIX KJIMEHTOB, N NMPEANOXNTb CYLLLECTBYHOLLMM KANEHTaM AOMOJHUTENBHYIO YCAYTYy B
pexvme «efMHOro okHa». Oka3bliBaeTcs Ha BalemM cob6CcTBeHHOM 060pya0BaHUN U MPOrpaMMHOM obecrneyeHnm.

LleneBble 3aKa3umKu:

« Toprosble 1 6U3HEC-LEeHTPbI BOCTpe6OBaHHOCTb
*  foctnhuLel 6ecnpoBoaHOro
* Kaoge v pectopaHbl f10CcTyna no Wi-Fi

*  YuyebHble 3aBeaeHUA
« [pyrve nokaumm ¢ 60NbLWNM YNCAOM MOCETUTENEMN,

NMMEeR LW NX MOBUAbHbIE yCTpOD’ICTBa

byaeT TonbKo pactu!

Ycnyra Wi-Fi oT onepaTtopa no3sosseT obecneumnTs:

* KopnopatuBHbIN J0CTYN
* BHyTpeHHMEe NHPOPMALMOHHbIE CUCTEMbI KANEHTA
* BblcOkasa HafeXHOCTb U AOCTYMHOCTb MNP MUHUMaAbHbIX MHBECTULINAX
* [lyb6AnYHBIM FOCTEBOWN A0OCTYN
* T[lonHoe cooTtBeTCTBME TPeHOBaAHMAM 3aKOHOAATENbCTBA MO UAEHTUdMKALMM aBOHEHTOB CeTu
» [loBbIWeHME N0ANBHOCTK, COOP AaHHbIX, CTaTUCTMKA, OMPOCHI, peksamMa
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BecnpOBop,Hoe oGopyp,osaHMe

Bbl MmOXeTe ncnonb3osatb Aroboe Wi-Fi obopyaoBaHuve ana opraHm3aunm Bawen ycayrn. Beibop 3aBucuT OT
TpeboBaHMM BaLLMX 3aKa34yMKOB MO HALEXXHOCTU N MPON3BOAUTENBHOCTY, BI04 KETa, ONbITa BalUMX NHXXEHEPOB,
MaclTaba KaXAoro KOHKPEeTHOro npoekTa.

Enterprise Toukn goctyna

Cisco, Ruckus, Huawei, Aruba, Extreme, ...

Mogaenn 802.11ax («Wi-Fi 6»), HD, outdoor, PoE, ynpaBneHune paano-pecypcom, 6opbba ¢ nomexamy, ...
Bbicokasi Npon3BOANTENbHOCTb M HAAEXHOCTb. [104X0AUT AN OTBETCTBEHHbIX 3a4au.

XopoLluas ynpaBaseMoCTb — eCTb KOHTPOJIJIEP TOYEK AOCTYymna

Bbicokas LieHa

Toukun pgoctyna Ha ocHoBe OpenWrt

becnnatHasa npolwuBKka Ha OcHOBe Linux, 4na «6bIToBbIX» Touek goctyna TP-Link, Asus, D-Link, Linksys, ...
[Tpon3BOANTENBHOCTb, JOCTAaTOUHAA AN TUNOBbIX 3a4aY («Wi-Fi B kade»)
Hur3kas LieHa KOMAEHCMPYET MEHbLUMN CPEAHMN CPOK XM3HU YCTPOWCTBA

NHCTpymMeHT weHTpaansoBaHHoro ynpasaeHns WNAM Devices
* ABTOMaTMyYeCKOe BKJIFOUEHME HOBOW TOUKM AOCTYyMNa B CE€Tb «U3 KOPOOKM», MOHUTOPUHT, ONOBELLEHMA
*  YnpaBneHue NpoLmnBKaMn 1 KOHGUrypaumamm yCTPOUCTB C MPUBA3KOU K BallMM KJANEHTaM
« Hactpowka BewwaHunsa rocteBoro n cayxebHoro Wi-Fi, VPN-TyHHenb B A4p0 Ballen cetu
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CepBucsol B agpe cetn
Wi-Fi Tpadumk oT Touek AOCTyNna, yCTaHOBNEHHbIX Yy BalUMX KJIMEHTOB, 4OCTaBASAETCA B AAPO CETH, r4e
obopyaoBaHMeM onepaTtopa cBsA3M obecneumBatoTca Bce HeOOXOAMMble CETEBbIE CEPBUCHI

CG-NAT - npeobpazoBaHune aboHeHTCkUX IP agpecos B nybanuHblie IP agpeca gnsa pabotel B VIHTepHeT

BRAS - paborta c ceccuammn aboHeHTa, NPUMEHEHWE MOAUTUK GUABTPALUN U LLENNTMPOBAHWNA, PeANpPeKT TpaduKa
DPI - aHann3 n knaccmomkauma Tpadumka

VPN - TepMunHauna TyHHeNen AN KANEHTOB, NOAKNHOYEHHbIX Yepe3 CEeTU CTOPOHHMX OMNepaTopoB

OunbTpaunsa Tpadpuka - cobatogeHme TpeboBaHMN 3aKOHOAATENLCTBA

PaboTaet Ha ycTpouncTBax npomssogctea RDP.RU
JInHerika nHTennekTyasbHOro o60pyaoBaHNA ANA LWNPOKOMNONOCHOM Nepeaayn AaHHbIX
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NMnarpopma aBTopnsaumm WNAM
CneunannsnpoBaHHOE NporpaMmmHoe obecneyeHmne Aas ynpaBaeHMa Noab3oBaTenaMm 6ecnpoBOfHbIX CETEN.
ObecneueHne naeHTndurkaymm roctesblx noab3osatenen ceten Wi-Fi B cootBetctBum ¢ TpeboBaHnAMMU

3dKOHOA4aTe/IbCTBa.

* Het nepunoanueckmx naatexxeu, kpome pacxogos Ha CMC no ¢dakty. CobpaHHble AaHHble XPaHATCA Yy Bac

» Bce Bo3MOXHble cnocobbl aBTopmsauymn: CMC (oTnpaBka, Noay4YeHne), 3BOHOK (BbI3OB, MOAYYEHME Ha
Homep/nyn HomepoB), focycnyrn, Baydepsbl, Active Directory, napbl «10rMH-Napoab», yepes
BHeLLHIO cnuctemy mam APL lNoaaep>kka KOPrnopaTMBHOW aBTOpPU3aLIUN.

* [lonHas HariagHaa KaCtoMm3aunma JEMOHCTPUPYEMOTO aboHeHTaM KOHTeHTa.

« [1aéT BO3MOXHOCTb KOHTPOANPOBaTb cocTosHme Bawen Wi-Fi ceTn, 3arpy3ky KaHa/ioB CBS3Y, o
paboTtocnocobHOCTb 060pyAOBaHMSA, MOCELWAEMOCTb NAOLLAA0K, BO3BPAT abOHEHTOB. | Vikrepner 1

« [eMoHCTpauma peknamMmHbix 610KOB Npy aBTOPMU3aL MM U KaXKAOM NOAKAHOYEHUM K CETW.
PeanpekT Ha Bawl Beb-canT. TapreTuHr no naoliagkam, BpEMEHU N 4PYrMM NapamMeTpam.

* JlnuyHble KabnHeTbI peknamogaTens, pekaamHoro areHta. C6op TenepoHHbIX HOMEPOB.

* [loBblWeHWEe NOANBHOCTM NoceTuUTeneun. MHterpaumna ¢ CMCTeMoun 3akasoBs, KyrnoHamu,
AVCKOHT-KapTaMu, BHYTPEHHUMMW MopTaiamMu.

Pycormi v
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Wireless Network Access Manager  Csonka
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CratncTuka paboTbl cUCTEMbI

Mnowagok:

Cepeepos AocTyna:

AKTUEHEIX TOYEK JOCTYNa:

AKTUEHBIX 00patoTHHUKOB:
OfpadoTaHo KomaHa;

OfpaboTaHo NOTOKOB OT AreHToB:
O0padorado noTokos Netflow:
3aperMcTpUpoBaHHLIX NoNb3oBaTeNei:
AKTUEHBIX NONb30BaTENEI:

Petnama (Nokasmepexonnl ).

CMC (oTnpasneHo/noaTeepHAEHO).
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CocToAHME cepBepa

Ponk 3TOro Cepeepa B KNacTepe:

[ | CPU-2%

[ HDD: 8%

Jagepxka gocTyna go RADIUS-cepsepa:
KonuyecTeo onepayui MongoDB

Bpema padoTel MongoDB:

TekyLWMid cepeep KnacTepa pennukaLum:
Konu4ecTBo CEpBEPOB KnacTepa pennukaLym

Bpema paboTsl WNAM:

PRIMARY

e,881 c., [xopowo]
491842498
7 A. 4 4. 14 M. 56 C.

dbi:27817

14 4. 36 M. 55 C.

(]

Web-uHtepdenc ynpaBneHus

. CBE,ZI,EHI/IFI MO NnoJib3oBatenax n nx ceccunax

* HacTpownkn XxoTCcnoToB, A0KaLMii, METOAOB
aBTOpM3aLLnKM, OrpaHNYEHUN

* Bu3yanbHbI/ KOHCTPYKTOP CTPaHML,
AEMOHCTPUPYEMbIX aDOHEHTY

e LLlabnoHbl onpocos, TapudoB NAATHOrO
AOCTyna

e 40+ otuéTos c Bbirpyskon B PDF namn CSV
e Ponesasa Mogenb aoctyna K nHtepdeuncy

AaMuHUCTPaTopbI

Cny>xba Texnoaaep>xkum
JIK knveHTa oneparopa
JIK meHepxepa oneparopa
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MapamMeTtpbl 3anNUeK O NonNbscBaTene COG"paEMble AaHHble no nNojsib3oBarteinro
« MAC-agpec MOBUNBLHOTO YCTPOUCTBA

Ofme OfpaHHHEHNs Onnpara Nar
e TenepoH nu CMC-koz
e EEELTE v LR e Bpems cO34aHUsA N NOAKNOUEHUS
Bpema coagaHmA 707.2018. 15:45:45 Bpema nocnegHero 17.07.2018. 16:00:5 i,
HEEETEEE L ropmosenn rm e e CymmapHbie 06bEMbI TpadpuKa
Beero NpHHATo, MB a0 Beero oTnpaeneHo, MG > o
« VaeHTndurkaTopsbl yCTpPOicTBa
erRmm_— =i " » [lpoussoauTesb 1 6paysep yCTPONCTBA
Hma 00:DB:70:E7-28:0F Bexaop Apple 3
e ONO unE-mail *
Tenegou R Koa asTopusaumm — .
*
KomuenTapui User-Agent: Mozilla/s.0 (iFhone, CPU iFhone OS5 11_4 like Mac OS X) g KOA Bayqepa
AppleWebKit'e05.1.15 (KHTML, like Gecko) Mobide/15FT9

o [lpoduab coumnanbHou cetn *
e WHamBmayanbHble HACTPOMKN CKOPOCTU AOCTYNa,

Boe CeCCHM NoNBE30BATENA 6J-IOKVI pOBKM

e [lapameTpbl N1aTHOrO A0OCTyNa
* Wctopusa naeHtndunkauymm
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MapameTpsbl 3anNMcH © ceccli

MAC

BpemA Hadana
BNHTeneHOCTE
MNpHuato, MG
Nnowaaxa
Tovka gocTyna
None3oBaTens

WORHTHMKATOP CRCCHM

D0:D2 BOEIEC 11 IP anpec

02 07 2019 19-41'51 Epemn 32EEPWEHMA

Cepeep gocTyna

0Oy 17 25¢c

48 OTnpaenexo, MG

TH 4 2520, OGuwexmTive Ned

20:69:32.C1:FE:AD (Huawei) S31D: Moscow WIFI

D02 BOB4EC 11

w 1-conk000000000010T9240960101212

MoTOKM QAHHLIX B 3TOA CECCHM Napamerpe YHETHOW 33nWiW NONB30BATENA

Froe

10.18.122.200

02.07.2019 195916

7794 172114

Kanan

Cobupaemblie gaHHble NO ceccum
nosib3oBaTens

MAC-agpec MOBMABHOro yCTPOWCTBa
MoOMeHTbl Hayana 1 3aBepLUeHnsa ceccum
MpunceoeHHbIn IP agpec

Jlokaumsa (naowaaka), rae okasaHa ycayra
IP appec xotcrnora

O6bEM Tpaduka

MNapametpbl Wi-Fi Toukun gocryna *
NaeHTudukaTop ceccum (Krou)
[pueaska k Tpadumky (NetFlow) *
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KoHcTpykTOp cTpaHuy,

MokalaTe 4NA NONLICBATENR Bce nons30saTann v MokAIBEATE TONLKD 'rpaﬁ:.lmu.ma MOQERILHH

AETOPHIALNG [p#BeTCTEME O paHIeHuR CNpoc b COITYETR Opyroe

PepaktnposaHnue wabnoHa - ARENA1
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TekeT (BBOA K3A3) B CHIC € ED20M JETHESLEH BLICNAH K3 VERIAHHLIA HBOMSD

TexeT (BROQ Baywepa) O BeaanTe Kol QOLTyND ¢ ByYEpa

*  YNpPOLWEHHbIN 1 3KCMEPTHbIN PEXUMBI I
o (CTaTuU4eckMn 1 BUAEO KOHTEHT

YCNOBKA HCNOMLI0BSHRA

« MogepaLvs 1 apx1BMPOBaH/e o sz —

HononHATENSHAR HHEOpMAaUMR BB 10
9 I_I pa Ba AOCTyn a TpedyeT LoJepaumm
CROMMPOBATE CTHPL | BHCNODT | MMnopT
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KnneHTei Pabora c kiMeHTaMu onepaTtopa

+ £ % = CGepfaHk ' LieHTpanbHoe oTaeneqwe | Mocksa M ofnacTe - OTA3457 BriGop * I/I e pa pXVI ﬂ K.ﬂ VI e HTO B I-I O Te p p VITO p VI Vl,
OTpacau, PETUOHY

¥ LleHTpaneHoe oTAeneHne ToHKW AocTyna ABTOPH3ALUMA MpuBeTCTEME QOrpaHuyeHus g Ka CTO M VI 3 a L|| VI ﬂ H a CT p O e K a BTO p VI 3 a L|| M VI I
¥ NMockea 1 00nacTe MeToa OTnpaska CMC aG0HeHTY " rl pVI BeTCTBMﬂ, CTpa H VI Lll Ha ypOBHe KII MeHTa

: W R
S —. « Paborta c ToukamMu goCTyra
HacTpoitku CMC 3aronoeok | WNAM
P * Ynpasnenue SSID

Ko moctyna B MHTepHeT %CODE%

¥ CoeplaHK CeoncTBa Cepeepa goctyna Mnowanku CTpaHuLbl MeHemHepb! KaTeropuu

coo TeKeT
y:
elile] OTBETHLIN KOg, 4 uuchpe ~
3aNOMHUTL ABTOPM3aLMIO HA | 180 oued w Ynpaenexue SSID
WMA cTpaHnuykl CMC BriGop ocTesad CeTh
ABTOpM3ALMA CPa3y BKMOYAET AOCTYN Ums cetn, S8ID* | CorporateT
D Peknamdble KaMnaHui OnanazoHbl Oz 4rmy
[ ABTOpH30BaHHbIE CTAHOBATCA VIP O Cipuiran
BkntoseHo
[J Nepesanpalumears HOMED MNH ABTOPHIALNID Naponk (PSK) ‘ 12345678
VLAN ‘
COXpaHMTb U3MEHEHNS 1P agpec [r09a2s51

CeTeBanA Macka ‘ 255.255.255.0

[J Yepes VPN wno3
BKNHOYHTE DHCP

NHTerpaunsa nnatpopmbl astopmsaymm WNAM n
cuctembl ynpasneHusa obopyaosaHnem WNAM Devices
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MHTerpupoBaHHOe pelieHne
[To3BOAAET CBA3ATb OTA€E/IbHbIE TEXHUYECKNE KOMIMOHEHTbI B 3aKOHYEHHYHO YCNYTY

« Paborta c Toukamm goctyna OpenWrt ¢ cobctBeHHOW npowmekoun u Enterprise Wi-Fi obopyaoBaHem
* WHTerpauwms c cuctemou ynpasnenusa obopygosaHnem WNAM Devices

* WHTterpaums c cuctemon MAC-pagapos WNAM Radar

* WHTerpauymsa ¢ WMpokonosoCHbIMU MapLupyTtmnsatopamu BRAS

* LUenTtpanmnsosaHHble DHCP, DNS, VPN cepBucel

* WHTterpauyma ¢ OSS/BSS cnctemamm oneparopa

» beccpouHasa amyeH3ns
« Texnopaepxka 24/7

UOoA onepatopa

BrewHuil ceamenm

1 Proxy _
WUHTepHer _‘ i r '
Mbl MOMOXEM C MPOeKTUPOBaHNEM, — " N P EXR

TECTUPOBAHNEM,

ceamenm

Cisco LAP

[MHP n cannopTtom D,ﬂ/ é_@ L,_] L-hi L__ﬂ L._i

WHNAM WNAM WNAM RDP
Devices Radar QoE
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NMpenmywiecrtBea

[0 cpaBHeHuto ¢ opraHu3aunen yeayrm Wi-Fi ¢ npueaeueHmem paspabotumkos «camonumcHoro MNO», anbo
npuobpeteHnem dppaHwm3bl «obaauHoro nposangepa Wi-Fi aBTopmsaumm» npegnaraemoe pelleHne nmeet
caefyroLime npevmyLLLecTsa:

« CTOMMOCTb: Bbl NprobpeTaete 6eCCPOYHbIE NNLEH3UN MPONOPLMOHANBHO YMCa TOYEK AOCTYyMna

» BbICTpbIN CTapT: ecaum y Bac yxe ecTb obopysoBaHme RDPRU, Bam noHagobutca pa3BepHyTb HECKO/bKO
BMPTYa/lbHbIX CEPBEPOB, BbIMOJNHUTb HACTPOMKY Ha CETU, NPMOBPECTN ANLIEH3UN — 3aUMET He BonblLue Heaenu

 HaaeXHOCTb: BCe C06paHHbIe AdHHbIE XPaHATCA Y BaC, N Bbl HE 3aBNCUTE OT 06.1a4HbIX NMOoCTaBLWMNKOB

e [WMBKOCTb: HapaLu,MBa|7|Te €MKOCTb YCayrm no Mmepe nogkn1n4eHnAa HOBbIX KJIMEHTOB, I/IHTerI/IpyI7ITe yCayry B Balll
JINYHBIV KabnHeT B cBA3KE C BallMMu baszamu AaHHbIX

« [NpounsBoantensHocTh: 06opyaoBaHe RDP.RU nyuluee cBoem Kaacce No BbICOKOMPOU3BOAUTENBHOM
obpaboTke ceTeBOro Tpaduka

« AHanu3 gaHHbIX: Yepe3 MexaHu3M onpocos, DPI oborawante npodumam aboOHEHTOB 1 TapreTupymnte peknamy
« CobatogeHve 3akoHa: noaHaa nHterpaunsa ¢ COPM, nokanbHoe XxpaHeHue JaHHbIX

« lVIMnopTto3amelleHre: NONHOCTbH OTeUYECTBEHHbIE pa3paboTky, 6e3 KNOHMPOBaHUSA OpPen source
pa3MeLLLeHMs B MHOCTPaHHbIX obaakax

Ob6palwantecs:
www.netams.com info@netams.com +7 (499) 346 7660
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